How Home Networking Works
Until recently, home networks were primarily the realm of technophiles -- most families either didn't need or couldn't afford more than one computer. But now, in addition to using computers for e-mail, people use them for schoolwork, shopping, instant messaging, downloading music and videos and playing games. For many families, just one computer is no longer enough to go around. In a household with multiple computers, a home network often becomes a necessity rather than a technical toy.

If you're thinking of networking the computers in your home, you have several options to explore. In this article, you'll learn about the different types of home computer networks, how they work and what to keep in mind if you're considering creating one.


A home network is simply a method of allowing computers to communicate with one another. If you have two or more computers in your home, a network can let them share: 

· Files and documents

· An Internet connection

· Printers, print servers and scanners
· Stereos, TVs and game systems

· CD burners
The different network types use different hardware, but they all have the same essential components:

· More than one computer

· Hardware (such as a router) and software (either built in to the operating system or as a separate application) to coordinate the exchange of information

· A path for the information to follow from one computer to another

​ We'll look at the hardware that creates and protects home networks in the next section.​

Building a Home Network

Routers and Firewalls

The two most popular home network types are wireless and Ethernet networks. In both of these types, the router does most of the work by directing the traffic between the connected devices. By connecting a router to your dial-up, DSL or cable modem, you can also allow multiple computers to share one connection to the Internet. You don't even need a computer to make a network as long as you have a router. For example, connecting your Xbox 360 to a router makes a simple network.

If you're going to connect your network to the Internet, you'll need a firewall. Many new routers combine wireless and Ethernet technology and also include a hardware firewall. A firewall is simply a program or hardware device that protects your network from malicious users and offensive Web sites.

Many software firewalls block all incoming information by default and prompt you for permission to allow the information to pass. In this way, a software firewall can learn which types of information you want to allow into your network. Symantec, McAfee and ZoneAlarm are companies that produce software-based firewalls. These companies usually offer some free firewall protection as well as advanced security that you can buy.

	


In the next section, we'll learn more about Ethernet networks.

Wired Networks

Ethernet and wireless networks each have advantages and disadvantages; depending on your needs, one may serve you better than the other. Wired networks provide users with plenty of security and the ability to move lots of data very quickly. Wired networks are faster than wireless networks, and they can be very affordable. However, the cost of Ethernet cable can add up -- the more computers on your network and the farther apart they are, the more expensive your network will be. In addition, unless you're building a new house and installing Ethernet cable in the walls, you'll be able to see the cables running from place to place around your home.

Quiz Corner
How much you know about home networks and what they do? Test your knowledge with our Home Networking Quiz!

If you plan to connect only two computers, all you'll need is a network interface card (NIC) in each computer and a cable to run between them. The most commonly used cable is Category 5 Unshielded Twisted Pair (UTP) cable. If you want to connect several computers or other devices, you'll need an additional piece of equipment: an Ethernet router. You'll also need a cable to connect each computer or device to the router. 
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This Belkin router provides wireless and Ethernet connections, and it acts as a firewall. 


Once you have all of your equipment, all you need to do is install it and configure your computers so they can talk to one another. Exactly what you need to do depends on the type of network and your existing hardware. For example, if your computers came with network cards already installed, all you'll need to do is buy a router and cables and configure your computers to use them. Regardless of which type you select, the routers, adapters and other hardware you buy should come with complete setup instructions.

The steps you'll need to take to configure your computers will also vary based on your hardware and your operating system. Check out these links for more detail on how to get your computers talking to one another:

· Microsoft's Using Windows 98: Home Networking 

· Microsoft's Home and Small Office Networking with Windows XP 

· Networking a Mac with a Windows PC 

· Networks and Sharing: Mac OSX Tiger 

· Linux Home Networking 

Next, we'll examine the advantages and disadvantages of wireless networks. 

Wireless Networks

The easiest, least expensive way to connect the computers in your home is to use a wireless network, which uses radio waves instead of wires. The absence of physical wires makes this kind of network very flexible. For example, you can move a laptop from room to room without fiddling with network cables and without losing your connection. The downside is that wireless connections are generally slower than Ethernet connections and they are less secure unless you take measures to protect your network.

	Faster Wireless
Most home wireless networks use 802.11g wireless networking, which transmits data at 2.4 GHz with a speed of 54 megabits. A newer wireless standard is 802.11n, which is designed to be faster and offer a longer range than 802.11g. However, the 802.11n standard isn't yet final, and early 802.11n hardware has failed to meet expectations in tests.


If you want to build a wireless network, you'll need a wireless router. Signals from a wireless router extend about 100 feet (30.5 meters) in all directions, but walls can interrupt the signal. Depending on the size and shape of your home and the range of the router, you may need to purchase a range extender or repeater to get enough coverage. 

You'll also need a wireless adapter in each computer you plan to connect to the network. You can add printers and other devices to the network as well. Some new models have built-in wireless communication capabilities, and you can use a wireless Ethernet bridge to add wireless capabilities to devices that don't.

If you decide to build a wireless network, you'll need to take steps to protect it -- you don't want your neighbors hitchhiking on your wireless signal. Wireless security options include:

· Wired Equivalency Privacy (WEP)
· WiFi Protected Access (WPA)
· Media Access Control (MAC) address filtering
You can choose which method (or combination of methods) you want to use when you set up your wireless router. The Institute of Electrical and Electronics Engineers (IEEE) has approved each of these security standards, but studies have proven that WEP can be broken into very easily. If you use WEP, you may consider adding Temporal Key Integrity Protocol (TKIP) to your operating system. TKIP is a wrapper with backward compatibility, which means you can add it to your existing security option without interfering with its activity. Think of it like wrapping a bandage around a cut finger -- the bandage protects the finger without preventing it from carrying out its normal functions.

In the next section, we'll learn about some innovative home network technologies on the rise. 

New Home Network Technology

New developments in home networks involve more than just home offices and entertainment systems. Some of the most exciting advances are in healthcare and housing.

In healthcare, Wireless Sensor Networks (WSNs) let doctors monitor patients wirelessly. Patients wear wireless sensors that transmit data through specialized channels. These signals contain information about vital signs, body functions, patient behavior and their environments. In the case of an unusual data transmission -- like a sudden spike in blood pressure or a report that an active patient has become suddenly still -- an emergency channel picks up the signal and sends medical services to the patient's home.

The housing industry is another important field for home network technology development. Bill Gates owns one of the few smart houses in existence, but someday, we might all live in one. A smart house is a fully networked structure with functions that can be controlled from a central computer, making it an ideal technology for homeowners who travel frequently or for homeowners who simply want it all.

	Keeping up with the Jetsons
These builders and developers are working toward bringing smart house technology to a neighborhood near you: Lennar, Home Director, Windows Home Server and the Internet Home Alliance.


Builders are beginning to offer home network options for their customers that range from the primitive -- installing Ethernet cables in the walls -- to the cutting-edge -- managing the ambient temperature from a laptop hundreds of miles from home. In one trial experiment called Laundry Time, Microsoft, Hewlett Packard, Panasonic, Proctor & Gamble and Whirlpool demonstrated the power of interfacing home appliances. The experiment networked a washing machine and clothes dryer with a TV, PC and cell phone. This unheard-of combination of networked devices let homeowners know when their laundry loads were finished washing or drying by sending alerts to their TV screens, instant messaging systems or cell phones.
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In the future, our washing machines will call us 
on our cell phones when a load is done.


This technology is promising, but it's not quite ready for the consumer market yet. The average consumer can't afford a WSN or a smart house, and if he could, there's a good chance he wouldn't be able to operate these sophisticated systems. Worse yet, the technology could change, making WSNs and smart houses obsolete within a few years. Another issue is security -- until developers find a way to secure these networks, consumers risk sharing medical information and leaving their homes open to attack. 

For lots more information about home networks, installation and technology, see the links on the next page.

